
iPad in Business  
Security Overview

iPad can securely access corporate services and protect data on the device. iPad provides 
strong encryption for data in transmission, proven authentication methods for access to 
corporate services, and hardware encryption for all data stored on the device. iPad also 
provides secure protection through the use of passcode policies that can be delivered 
and enforced over-the-air. And if the device falls into the wrong hands, users and IT 
administrators can initiate a remote wipe command to erase private information.

When considering the security of iPad for enterprise use, it’s helpful to understand  
the following:

Establishing strong policies for access to iPad is critical to protecting corporate  

sensitive application data on the device. Additionally, iPad provides secure methods to 

Passcode Policies

passcode strength, and how often the passcode must be changed. 

The following passcode policies are supported:

Device protection

Data security

Network security

Platform security



Policy Enforcement
The policies described above can be set on iPad in a number of ways. Policies can 

without completely erasing all of the device contents. Additionally, passcode settings 

push policies directly to the device. This enables policies to be enforced and updated 
without any action by the user.

 
 

ecure Device on uration

shared with others.

can be delivered via email attachment, hosted on a website accessible to your users, or 

Device Restrictions 

solutions. Additionally, web-browsing restrictions can be enforced over-the-air via 

determining whether new software updates are available for users to install.

Available restrictions
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Protecting data stored on iPad is important for any environment with a high level 
of sensitive corporate or customer information. In addition to encrypting data in 
transmission, iPad provides hardware encryption for all data stored on the device, and 
additional encryption of email and application data with enhanced data protection.

If a device is lost or stolen, it’s important to deactivate and erase the device. It’s also a 

to the device.

Encryption

encoding to protect all data on the device. Encryption is always enabled, and cannot 
be disabled by users.

can be enabled by the user, or enforced by using device restriction settings in 

Data Protection

attachments stored on the device can be further secured by using data protection 

critical information is secured even if the device is compromised.

 
capability. To turn on the data protection feature, simply establish a passcode on  

 

establishing your corporate passcode policies. Users can verify that data protection  

These data protection APIs are also available to developers, and can be used to secure 
enterprise in-house or commercial application data.

Remote Wipe
iPad supports remote wipe. If a device is lost or stolen, the administrator or device 
owner can issue a remote wipe command that removes all data and deactivates the 

are not in use.

Pro ressive passcode timeout

initiate a wipe after several failed passcode 
attempts. If a user repeatedly enters the wrong 
passcode, iPad will be disabled for increasingly 
longer intervals. After too many unsuccessful 
attempts, all data and settings on the device 
will be erased.
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VPN protocols

Authentication methods

802.1X authentication protocols

upported certi cate formats
 
 

Local Wipe

passcode attempts. This protects against brute force attempts to gain access to the 
device. When a passcode is established, users have the ability to enable local wipe 

is protected during transmission. iPad provides proven technologies to accomplish 

VPN

protocols ensures the highest level of IP-based encryption for transmission of sensitive 
information.

provides users with streamlined access to company resources and a viable alternative 

 

SSL/TLS

automatically start these mechanisms to enable an encrypted communication channel 
between iPad and corporate services.

WPA/WPA2

highest level of assurance that their data will remain protected when they send and 
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encrypt application data stores.

Runtime Protection

from the user’s application space. If an application needs to access data from another 

generation is also prevented.

andatory ode Si nin
All iPad applications must be signed. The applications provided with the device are 
signed by Apple. Third-party applications are signed by the developer using an Apple-

untrusted since it was last used. 

The use of custom or in-house applications can be controlled with a provisioning 

Secure Authentication Framework

the mechanism for securing authentication credentials on iPad across a range of 
applications and services within the enterprise.

Common Crypto Architecture
Application developers have access to encryption APIs that they can use to further 

Application Data Protection
 

 

graphically inaccessible to both the application and to any potential intruders when 
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up to iTunes. Whether a user is accessing corporate email, visiting a private website,  

security and data protection.
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